THE SPY' WHO
HACKED, ME

SECURITY AWARENESS WEEK
NOVEMBER 3-7, 2008

The Information Security Office presents SECURITY AWARENESS WEEK 2008. All events are free and open to
the public, and will take place in a variety of locations around campus. Below you will find descriptions of
our sessions, as well as a full schedule of events. Arm yourself with trustworthy advice on how to keep
your data and your identity safe. These tips will help keep the internet villains "shaken" - not stirred.

GENERAL SESSIONS
ANTIVIRUS IS NOT ENOUGH: Securing Home Computers
Bond had the ingenious inventor Q to help keep him out of trouble, but we mere mortals don’t have such

a luxury. And, while we have IT support at work to help us with safety, we don’t usually have a resident
“geek” to do this at home. At this session, you will get tips on your own “homeland” security, and learn
about cool tools for assessing and ensuring security.

LICENSE TO STEAL: What Your IT Staff CAN'T Do For You
Q created amazing gadgets to help Bond stay safe during his missions, but 007 would have been lost

without Miss Moneypenny’s safe practices. The same goes for you and your office. While your IT staff
provides support with security software, the bad guys are working diligently to thwart your security
gadgets and use your trusting nature against you. Learn from our experts what you can do to outsmart
them.

FROM RUSSIA WITHOUT LOVE: Identity Theft & Phishing
Bond had a virtual bevy of babes, but they usually did not have his best interests at heart. Since he knew

he had a big target on his back, he stayed busy thwarting the villains’ plans. Learn what you can do to
keep the bad guys at bay online.

SPY ANOTHER DAY: Botnets and Spyware

Hackers can’t use your computer to provoke hostilities between nations — or can they? Spyware can allow
the bad guys to steal your identity; hackers build empires of computers that they use for malicious intent;
viruses, worms, and trojans can take down an entire organization. Learn about tools to prevent villains
from using you as a pawn in their dastardly plans.

NOT FOR YOUR EYES ONLY: Securing Wireless and Mobile Devices
Q would scoff at the idea of open access to his gadgets. You should view public wireless the same way.

Learn about how to use wireless devices safely so that you keep your information safe from those nasty
villains who are working tirelessly to intercept it.

PROFILES ARE FOREVER: Safe Surfing & Social Networking
We can guarantee that M would frown on 007 setting up a MySpace or Facebook page, or accepting end

user agreements so he could send pictures of himself online to his many hotties. Come learn about safe
surfing, limiting your digital data online, and understanding what a sinister web page looks like.

For Technical Session Information, please see security.arizona.edu/SAFEOS8.
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Tues., Nov. 4

Wed., Nov. 5

Thurs., Nov. 6

Fri., Nov. 7
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Security Awareness Week 2008 Events
Time
10am-1pm

Location

1lam-1pm

Tent on the Mall

Session Titles

Antivirus is Not Enough

License to Steal

9-9:50am
General Sessions at Student -
Union Bookstore Lower Level 10-10:50am

11-11:50am

From Russia Without Love

The Man with the Active Directory

Octopolicy

1-1:50pm
Tec_hnical Sessions at Student 2-2:50pm
Union Bookstore Lower Level

3-3:50pm

Tent on the Mall 1lam-1pm

Logs Never Die

General Sessions at Student sl Spy Another Day
Union Bookstore 10-10:50am NOT For Your Eyes Only
Lower Level 11-11:50am Profiles are Forever
1-1:50pm Web-Raker
Tec_hnlcal Sessions at Student 2-2:50pm Live and Let Comply
Union Bookstore Lower Level
3-3:50pm Goldentools
|
9-9:50am Spy Another Day
General Sessions at DuVval 10-10:50am NOT For Your Eyes Only
Auditorium, UMC _
11-11:50am Profiles are Forever
R
9-9:50am Antivirus is Not Enough
General Sessions at 10-10:50am License to Steal
BIO5 Institute, Room 103 _ _
11-11:50am From Russia Without Love
R




