Phishing Email received on campus 2/26/14:

From: Uni. Of Arizona [EMAIL ADDRESS REMOVED]
Sent: Wednesday, February 26, 2014 11:25 AM
To: Recipients

Subject: New Webmail Update

A THE UNIVERSITY
OF ARIZONA

You have exceeded the maximum of three log in attempts. Thus your webmail has been blocked for
security reasons.

To unblock your service, please proceed to our Resolution Center <HYPERLINK REMOVED> or log on at
our secure site at <URL REMOVED>

and confirm your identity by sending us a secure email of your personal details from your SecureMail
Center <HYPERLINK REMOVED>.

NB: Please do not "Reply" to this message because it was sent from an unmonitored mailbox.

If the user clicks on the link to go to the “secure site,” the following screen is displayed:



0| Outlook Web App x %

>\/< Note that the website is not an

UAConnect Outlook® Web AppP | arizona.edu website.

Security ( show explanation )

® This is a public or shared computer

This is a private computer

¥ Use the light version of Outlook Web App

click here.

User name:
Password:
Sign in

Connected to Microsoft Exchange
2 2010 Microsoft Corporation. All rights reserved.

/IR THE UNIVERSITY OF ARIZONA.




Once the user enters in a NetID and password and hits “sign in,” the next screen redirects to the actual OWA website:

O/ 0,

@ https://mail.catnet.arizona.edu/owa/auth/logon.aspx?replaceCurrent=18&url=https%3a%2f %2fmail.catnet.arizona.edu%2fowa%2f

&

UAConnect Outlook® Web App

Security { show explanation )

@ This is a public or shared computer
2 This is a private computer

[ Use the light version of Outlook Web App

User name:

Password:

Connected to Microsoft Exchange
£ 2010 Microsoft Corparation. All rights reserved.

/IR THE UNIVERSITY OF ARIZONA,




